TwistIn: Tangible Authentication of Smart Devices via Motion
Co-analysis with a Smartwatch
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Fig. 1. Illustrating how TwistIn works. In this example, one may log in a computer through a smart mouse. First, one may
pick up the mouse (middle) and perform the TwistIn gesture in mid-air for one to two seconds (right). Then, our method can
make use of the motion sensor installed in the smart mouse to record the mouse’s motion and co-analyzes it with the watch’s
motion to detect if the two motions are in sync. If so, our method can extend the user authentication from the watch to the
computer. Hence, the user can log in to the computer in a split second, and continue to hold and use the mouse as usual.
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Fig. 2. To measure the correlation between two motion data acquired in different reference frames (coordinate systems), we
first need to find the basis transformation to rotate and align the motions in a common frame.
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Fig. 3. Twist about forearm (primary) and swing about wrist (secondary) during the TwistIn gesture.
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3 TWISTIN: TANGIBLE AUTHENTICATION OF SMART DEVICES VIA MOTION CO-ANALYSIS
WITH A SMARTWATCH
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Fig. 4. Using a Gaussian filter to resample and smooth the orientation data.
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3.2 Optimization Model
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Fig. 6. Noting that Agy4 is device A’s rotation and Agp is device B’s rotation, and each is expressed as a rotation around an
axis. Applying r1 or r to transform Agy4 can result in Agp or AqJ’B, where Aq% is [(AgB)w, —(AqB)x, —(AgB)y, —(AqB):].
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Fig. 7. We have two conditions to filter Twistln gestures. First, there should be at least seven turning points within the
gesture detection period (Tgesture); compare (a-c) with (d): watch C does not have sufficient turning points. Second, the
turning point periods (Tturning) of the two devices should have sufficient overlap; compare () and (f): watch B’s Tyyrning does
not have sufficient overlap with the Phone’s Tturning- Note also that the horizontal axes in these plots are time.

3.5 Analyze r over Time
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Fig. 8. A running example showing the time series processing in the Twistln Authentication Procedure.

3.6 Overall Twistln Authentication Procedure
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\‘ A

Fig. 9. Experiment setup using an iPhone 6S (iOS 10.3.3) and an Apple Watch 1 (watchOS 3.0).

4 IMPLEMENTATION DETAILS AND EXPERIMENT RESULT
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Table 1. EER achieved when the devices were twisted for different number of twists (#Twists).

#T ss||N T ss Tesar B +p P B - TR R Bl T
1 1 4 |1 ’ L4 1
1 1 4 1 1
11 1 1 4 1 1
4 1 1 4 4 1 4 11
1 1 1 ’
Procedure. T wap x ff mss wswg ffrm mwwm x Ss s mr Pws
proowm owm fi ss w M mS WP S WS Mg ng pr ur
()T T s mgswr S mx W Px o opw
()T px pw x sWa 1 ® s/ rpr oxx 8 nop wp s xm W
()T pr pwms » T m sg w sfi mwmwme s r wm pr T s mg sur
S X mwmm »r o pw PR R W »ows N xS
()T m»x p»m prss oW omow sWmrp W
() r X S ®mSs sRrp m X ® Sgm s r roor g
()T m»x pwmpr T s mngswr » s
()T pr pw rrwm m s m X pr SS Wg wap uw ow
( )T mwrxr pwrxomp s () () » » ms w P rwom srom rox
WX WS W I I w pr T s w ff x m wmouwa x Ss
Participants. now PR R ¥ ®mx ®wS ¥ S g 1MW ( »
S 1) = prorm T s wmgsur sweu » ws w S(smarp m m
swa ) r m msww rfi s wgs » s fi ssT x =« oW
swmp s(pr PwmsX sX1 ms) x s wng » rRgwp » RS WP S KM
sWa x » W MS®P S X sSwrp W x s x o s g
» ® s ss m room » 14 »ng S S W » T Rg wup
. WS wp s W v wg ® s ss () r()=1,4 s s
W OmS WP P OrS W n g ssm m swm wm pr s W woowm  oxox
» x) ws M RS WP P TS rowaS Wps W rem mg X M S
M mswp S W ®rs r sw™ W W sw™  Wwr W ros » 8
s s x W » »roow s M®SsS s sx » T SsM S
Evaluation Metrics. wajp x P X OXR R WS N e W mm X S
e True Positive Rate (TPR) ma swr s su  ssx M Ng PSS S
e False Positive Rate (FPR) ma  sur s XX orx P Ng WNg s
o False Negative Rate (FNR) ®a  sar s XX oxx x ng P®S s
o True Negative Rate (TNR) wa  sur s sW  ssx x ne W8 s
o Equal Error Rate (EER)x 1 s m s wr s fin  sEER= IPREINR
T s W wmwWr s x o us ng PR OPrm xS Ppr rm woow »
»r wr w m omswp prsT mpwm prwm rs r » us s r mg
P X W rsp s IR W SH Wz MR RLZ NG saqu x  xx x VW + P

Px »or x qu wusT w x © Pu » Jum 1



72:14 « H. Leunget al.

Table 2. Effect of prolonged twisting studied by using different N, Tj,55is and Tgesture N the data where the participants
performed five twists.
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Table 3. Parameters used in experiments two and three.

N T ¢

Table 4. Performance obtained for each scenario. Note that scenarios 1, 2, 3 and 5 consisted of positive cases while scenario 4
consisted of negative cases only.
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Fig. 10. Performance of each participant achieved. The FPR refers to the rate of gaining access to other’s smartphone in
scenario 4 and the FNR refers to the failing rate of authenticating the smartphone in scenarios 1, 2, 3, and 5 combined.

Table 5. Distribution of variables and the p-value calculated.

x » S » RaeRa LAl » oow
P Q
» ng (w) 11 1 1 1 1
®» Sp w( wm) 1 14 1 4 4
n rwwm rwm (w) 1 1
rs Sz (w) 1 4 11° 14 1 1 4
R RN s s m (mwm) 4 4 1
Performance Analysis. Ul M WS WP S KXW S mr wuswg wpr P row
s mwnT » w « nmm r s(s S nd ) W " rseswnT
» swwR x X sw SS S X sm m TP s g . m P ow ¥ X X
T » wgp X IR W] xsss mxr s T ffrm s 7 ns mx sl m
suge S w ng WS Ng »r X » S & XX oxem » » oRopxoxx
noow SH Pr PRSWMW W R W xR WS smarx fiw m ss wm owmow
s ® WP XX » O S® ws ffrmw » rSHS rs Wrx
» » ®®rX PRSKrpr » ffrmw NS Mg W S W wg W O
S M WpPpr W R rpPr nS ®ox oW s mr 1T sw s ® Ss
ToRg X W x »Prx PRS by i IR T swmgswur wms mr 4 r o x
P S s fiw R rsT s mgswur S wp S
s s m Pr PW®S RmpPr wr X x R omox
S r mgsgnm sS®m WS B KW WS X X x xS O S
» ®s r r w fi wo mgw mrw owsxr T r x

MR IR X WRs m S

waw rox

Correlation between Performance and User Preference. noZ Pr TM®™ s S s
x r W™ oxx » mPrX OTRN R WS XX r W Trs r ffrmos
R PrX MRS X Xx re » i IR !

=
=

X pPpms i

an wusT w g

=t



TwistIn: Tangible Authentication of Smart Devices via Motion Co-analysis with a Smartwatch « 72:17

-

us v R T » w x P s 4 m mwg pr rw »r o xx
» »n ff =P » rom » w ¥ s 1 s W T s
suge S i 2 ) P rx » o ff i IR T s » s
Tsws s x s mr MWS »r XX us x » Sk ssu W W LR
xS o »g x iy s s ff SR S WP SZ mprrm
g rsw 0w W T Pr PWS Tum xS W ff prxx nom o
S = s w ff sw x s TRgP S MmMSw S| xmp W™ S s
O sm » ™ ffrw ns m r I us R AR s m
X pr S W swa ¥ sps w i IR B Xr grss mom CRC L s s m
Pr PRS W w Pom " m T s s x s sSw ® ws r gr X
» X L » Ss ®m W oW x sm osgnfi m  orx » »
swa s TREP S W W Prorwm
T = rgm i ) S rRg r W » swa » g T ®m »
ST W »n ff P r oW W T mx PpwSs us S®m xr W »
x S » R X X S ™SS w roeur xg rS s
s x S w ff » s wg r » Prormom ” »
swrxmp w s Rgup r W » s mg C] s r m XS
smxmp w s re » R or w W » smrp W s
» MR X P W T8 » S wap ss s m »p s x »
1 Xg W™ WS w ® x rma T x© x SRmoom P MW T s mg swur
Correlation between Performance and Physical Differences. T fin i I ffrwn s ff
j IR N o osar ®» SZ W XS sz X MRS X re nox
X g ss W Pr o pPpRsS W w Powm T » » rsws W » T Swm
» WS r gr by » mx L » ss T ssugg S »Pr PwSs
i R B NS N vy » o S ffrm s
Feedback from participants. mox Pr pwms x wr m m owapr rs T
X sM s x L} »T s s Pr o Ppws rowrw twss r (0w
S HP ( = "~ S Hws pp m( » 1S 1) mpr wr Pr PAwS x
wr W S us S X &@Mr MWK X T S mm™m X om s r
wnx e ms s w rswrfing ®m sww g X SSS wx P x wurs S »
( » 4 S ) s®m pr xx prx pwns smr ffr sw s ® WM WS %S
wp T wr'T s mg swur » ® ®m oss wmls
» mrrx pr pwspr rx fingrprmxr gn wm( W S 4) s S S r oW WX
sr g r x ®owr o TRprT MR W 1 wr w s w o w »
wr » wsrxs( g mp sT w » » x gmz fi fing rprms) w ®r WS W W
Sw™ s w WS X XsSwm Ppr pPpRSmR W fing rprm ©r  gm W S ® xoox / x
fing rs m ®oowrw X qQux SW ™ ¥ X MRM WM M RS W s sux T s
SHge S S Wrmwa »OWPp WW fing xprm ©r gn  w
x S r sw »r wsw anpp mrmwm m»r s T s s ww
v W P s xS p P rxms » » by @ sr » “r mwmp G g
G ssuss wm oW W RS PEgsSus W w o R Ss n rw sm
» rooWm oW SWMS XS SWPp P wp s}arg ssspr o T swmgswur W
ws T x r wrm s & x » wp G g G ss( = S 1)
Tx » »ow e swa x S T Mg SwXP WP ms T s sws WS
SR TP W WM oX r W sS ™ mx s x sw s s s x
Px »or x qu wusT w x Pu » Jum 1



72:18

H. Leung et al.

Table 6. Questions and responses of the interview on the scale of -5 (being strongly disagree) to +5 (being strongly agree).
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Table 7. Performance obtained by applying the parameters in Table 3 to detect TwistIn for the following scenarios.
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Table 8. TNR and FPR evaluated using motion samples from experiments 1 to 3. We considered all combinations of motion
samples that were not twisted together as negative cases, so we considered 1,998,000 negative cases altogether.
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Fig. 11. Plotting the device rotations in various scenarios. (a) is obtained from scenario 1in Experiment 2, while (b)-(f) are
obtained from scenarios 1 to 5 in Experiment 3, respectively. Note that in all figures, x-axes denote the time and y-axes
denote the value of the xyzw-components in the quaternion samples.
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Fig. A1. A 3D rotation of ¢ degrees around an arbitrary axis U is the same as a 3D rotation of —¢ degrees around —0. Therefore,
both quaternions g and —q represents the same 3D rotation.
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